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Psychosocial Impacts of Surveillance and
Spyware-Based Digital Attacks

Research and Guidance for Digital Accompaniment



STUDY OF PSYCHOSOCIAL IMPACTS AND COPING
STRATEGIES IN RESPONSE TO DIGITAL ATTACKS
(SPECIFICALLY SPY OR SURVEILLANCE TECHNOLOGIES OR
SPYWARE)

An in-depth resource for those offering digital security
support to people and groups impacted by digital
surveillance and spyware.




Approach:
e Qualitative methodology
o« Two types of interviews using a semi-structured guide
e Conducted virtually (1-2 hours per interview)

Participants:

e Five digital defenders who shared personal experiences

e Two experts who provided technical insights

o All participants gave informed consent prior to the
interviews

e Participants are from Central American countries

e The journalists involved engage in human rights
advocacy




iIndings

Surveillance and spyware attacks serve to exert control, cultivate vulnerability, instill
fear, and suppress individuals' professional activities.

These attacks often materialize through physical surveillance, arbitrary detention,
online harassment, forced displacement, and exile.

They lead to significant changes in personal, family, and social life.

Psychological consequences include the aggravation of preexisting
anxiety or depression, along with initial shock, intense fear, panic, and
persistent anxiety.

Affected individuals frequently experience hypervigilance, difficulty
concentrating, and fear of expressing public opinions.

There is a notable impact on life plans, family dynamics, and economic
stability.

The toll extends to professional capacities, with deterioration of work tools,
emotional exhaustion, and increased psychological stress.
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e Disseminate the findings across various ecosystems, especially to those
engaged in offering assistance in digital protection.

e Develop a collaborative guide that offers strategies for comprehensive
support.
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A practical guide for those who
support people and groups
facing digital threats from

spyware and surveillance tools.
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PRACTICAL INSTRUMENTS FOR THE
DIGITAL SUPPORTER LISTENING,
CONTAINMENT AND ACTION
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Care for Caregivers
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